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Multi Factor Authentication with Microsoft Authenticator

You will need to use multi-factor-authentication after you have completed your firstlogin at the University
of Copenhagen. The firsttime you loginto a Microsoft 365 program (e.g., Word, Excel, and Teams) or
webmail, you will be asked to choose atwo-factorauthentication method. You can choose between
Microsoft Authenticator, the NetlQapp, ora security key (forstudents) and Yubikey (foremployees).

This guide helps you toinstall Microsoft Authenticator app.
Smartphone/tablet must have Android 8or iOS 15.

You need a computeraswell asa smartphone/tablet wheninstalling. Thisisindicated by the symbols,

Please note that the Microsoft Authenticatorapp may require youto enteryour phone's screen code when
using Microsoft Authenticator for two-factorauthentication.

m = Hereyou needacomputer

e

D =>»  Hereyou needaf smartphone/tablet

Install and register Microsoft Authenticator

The firsttime you loginto Microsoft 365,
e.g. Teams or webmail, you will beasked Examples of dialog boxes
to installand register a Multi Factor
Authentication method.

B8 Microsoft
Start by selecting your account- your .

Pick an account
UCPH username or enter
username@ku.dk ifyou are an employee E Wel909@ku.dk
or username@alumni.ku.dkif you are a
student. - Use another account

=
or
. L/
- -
B isis

Note: The dialogbox may vary depending A ¢
on which Microsoft365 serviceis being o~ * &
launched. o



mailto:username@ku.dk
mailto:username@alumni.ku.dk
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Enter your UCPH password.

If you have forgotten your passwordorif
itis more than 12 months old, you need
to requirea new password.

Select ‘Forgot my password’ inthe dialog
box.

When your new password is activeyou
can continue to register Microsoft
Authenticator.

You find guides and info if you select "Help
with login, password and UCPH
username..”

or go to
Help forlogin — University of
Copenhagen (ku.dk)

@ UNIVERSITY OF
¢, COPENHAGEN

wcl909@ku.dk
Enter password

F‘a ssword

orgot my password

Welcome to University of Copenhagen

Help with login, password and UCPH username
(https://itku.dk/english/login-help/)

Select "Next’.

—

AT,

.l'\[\'l‘R\[ 'Y OF
®, COPENHAGEN

wcl909@ku.dk

More information required

Your organization needs more information to keep
your account secure

Use a different account

Welcome to University of Copenhagen

Help with login, password and UCPH username
(https://itku.dk/english/login-help/)

Download Microsoft Authenticator app to
your smartphone or tablet:

Select "‘Download now’.

—

Pleasenote that when you clickthelink, it
will openin a new browser.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Aulherm(d

After you install the Microsoft Authenticator app on your device, choose "Next"

se a different authenticator app

L want to set up a different method

[im] |=' My Sign-Ins | Register | Microsofl X B® Microsoft Authenticator-app til + X |
3 https://www.microsoft.com/da-dk/security/mobile-authenticator-app

~F. @ FAQom MFA-Kpb. ® It-vejledninger-all.. ® [T-guides-Alledok. b NSIS ® Forkort



https://about.ku.dk/organisation/administration/it/login-help/
https://about.ku.dk/organisation/administration/it/login-help/
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Selectthe QR code based on whether
you have an Android or iPhone and
scan.

You will bedirected to the Microsoft
Authenticator appto downloadit.

You canrecognize the app by itsicon.

Download the app on your phone*
can e O cod whh yeur A o 5 bl i,

After installingtheapp on your mobileor
tablet you need to set up your account.
Return to the dialogboxand

Select "Next'.

-

If you encounter this message, itmight be
because you have timed out.

Select “Back” and ”"Next”.

A QR code is displayed on your pc screen.

—

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”

Lwant to set up a different method

Beskyt din konto

Microsoft Authenticator

() Vibektager menvistactepi ot problem Vo "Neste for o prave igen
Vaerligere detaljer

Konfigurér din konto

Tillad meddelelser. ndr du bliver spurgt om dette. Tilfo] derefter en konto, og vaelg “Arbejde
elier skole'

Back Next
Microsoft Authenticator
Scan the QR code
Use the Microsoft Authenticator app to scan the QR code. This will connet the Microsoft Authenticator
opp With yor
A
Can't scan image?

| want to set up a different method

Select the +inthe Microsoft
Authenticator-app.

12.33

= Authenticator
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< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

, , -. Personal account
Select "Work or school account’. -
‘Wodk or sohool scoount >

n Other (Google, Facebook, etc.)

Add work or school account

Sign in Scan QR code

Select Scan QR ‘code’.

Scanthe QR code on the PC-screen. Microsoft Authenticator

Scan the QR code
opy .
A aase “Next

Cart scan image?

Select "Next’.
Please Notice | want to set un a different method
If time out occurs select ‘Back”and Scan
the QR code again.

Finish registering Microsoft Authenticator

On the computer screen a code
OocCcurs. Keep your account secure

Microsoft Authenticator

Let's try it out
v/

47

Back

Enter the code inthe field
Select "Yes'.
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You arenotified that your registrationis
complete.
Select ‘Done’.

—

Jrornnrrancy

12.51 at ac . 12,51

= Authenticator = Authenticator

Forseger du at logge pa?

Region Nordiylland

Forseger du at logge pa?
Region Nordiylland

Angiv det nummer, der vises for at

Nej, det er ikke mig

Angiv det nummer, der vises for at

@ A you trying to sign in?

Enter the number shown 10 sign in.
a7
YES
NO, IT'S NOT ME

1 CAN'T SEE THE NUMBER

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

A\
Microsoft Authenticator

4G -

You cantjek your registration on My
Account.

My Account (microsoft.com)

-

pleltitn

Security info

Using Microsoft Authenticator app

You are now ready to use Microsoft Authenticator-app as MFA-method.

When loginonto fx Teams, you will see this
dialogbox.

You will receivea notification on your
mobileor tablet.

Open your Microsoft Authenticator app and
enter the code.



https://myaccount.microsoft.com/#code=0.AQsAkX-So6HNlkaviYyfHO_6kdfqWYwD1ydKnlXJagBUyNKEAOA.AgABBAIAAADnfolhJpSnRYB1SVj-Hgd8AgDs_wUA9P-utsmXJgUd3Go-Z_qwfUt4sKjGkBuu4bE8HHfYgQVBGP7MuVWbrWtCEdp6XvYD7Q9uxpqdKZqRn0Gg3RLjl0MTdK_h-hzl7gT14UkvADwZi6ao0p2JXa35czuv1ax2Iuh_KMXPzhbMvZ5ZJANhv1HN72S6RVqINNRkPBv3QPD5sao2X1oYM7XzeH_B7NV6GPQ-Bl4qBkVKh_VGEoffx7fwo-xw1kzemOftKxTmuc0MPuqkKHT752xvOpM7N_rswtJ4DP-81ezVZGG5tIi1ZPQzLEc8rGDhiO5MtZ34vvifRqJBInhUKjL-eF1Gzp6WXHGoQlHy8SfdU3ucJa3dL4C2mfuDe4QKJpxWYjzyXXDNW0ZWhfkUFnQ8aacTJHiTl0yMojaDs76xqr5WIY1hbUOMf8pnGWBqUxUo7ts636nli2mDa1qBmQSHxMciWNAP-lXK3SLwH60PxOPsJVFy9mfBXQ5J3VKsBxSJfTvLNWMwhRCKBWcrOWFs8LmcVp8cbeC4Yd8cKJdssL8NL7VUJYYzfMnX_6jCZrf4Ja3kt9SiQm5nWnXDWeuVdLL0AUZlq12Rm5IGahbn0Glab63ot9CeDSLzYLoGQ-J03i0kLCORLcRgqIwSBS3uOJ7tFKDwsTcsgTs4bx96akCm_icuAZ3dbwoA13cpgp3bM-3ENnvW1cy_LU4_FGmamd0Qf4_2BtWyN5LynAAGt8PD0QGDZpH5yePTcgk4YNQp0NsttrC6moDaASV7SsZtUp5MP7lHxg7H3HqJRkfOBa7hUAMyDDWImmCYkqaoIsL13oLEATz8AhaJkUguDDaZfMPFvzoqjvjV_S-34LSdf2-YGd8nH4D1xEl7zT8bCkNNi24R4E6ZU19YmUqyl8tWssqhFKen_8UcoXBloKPO6rtZQmYWmEOHZpAokIPb0eL8O8_H5SQ2ZzsSB_D6gsx02VDy5p3TcLn_qM-uW2QInz6LcyxbDIENrXjEuyca81rV-wcXksnCihK-yyZebVXhY7_OGjXOByL6PTw7FH0a9W3P3xsFZM_kXdyfUi9V8LY2mfCW5uOz44pHNUxoQztuoujIvyQ16ja6Aq_StvSvDljO28fuLbhbhrRu&state=eyJpZCI6IjcyN2NiMmVkLWRiNGMtNDJkOC1hNTI4LTlmOTc3OWNkMTkxMyIsIm1ldGEiOnsiaW50ZXJhY3Rpb25UeXBlIjoicmVkaXJlY3QifX0%3D&session_state=1ff49b56-9442-4e10-9b68-d114eb7e69f3&client_info=eyJ1aWQiOiIwMDYzYjFiZi0wZmM5LTRlZWMtYTdhYy1lYjAxNzg1NmNlMGUiLCJ1dGlkIjoiYTM5MjdmOTEtY2RhMS00Njk2LWFmODktOGM5ZjFjZWZmYTkxIn0
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. UNIVERSITY OF
®, COPENHAGEN

wcl909@ku.dk
Approve sign-in request

@ Open your Authenticator app, and enter the
number shown to sign in.

98

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

Welcome to University of Copenhagen

New mobile phone or tablet
If you geta new mobile phone ortablet, you needtoinstallthe app and registeryour new phone/tablet

again.

First, you must delete yourtwo-factor authentication method registration on your old mobile ortabletvia
Microsoft's My Account. You will need to use the mobile/tablet you have already registered for this.

Log on to My Account

My Account
(microsoft.com) Q. Overview
Select Security info. % Security info
Ll Devices
Qh Password

B Organisations

B Settings & Privacy

Select Delete.

& Microsoft Authenticator
SM-59088
Push multi-factor authentication (MFA)



https://myaccount.microsoft.com/#code=0.AQsAkX-So6HNlkaviYyfHO_6kdfqWYwD1ydKnlXJagBUyNKEAOA.AgABBAIAAADnfolhJpSnRYB1SVj-Hgd8AgDs_wUA9P-utsmXJgUd3Go-Z_qwfUt4sKjGkBuu4bE8HHfYgQVBGP7MuVWbrWtCEdp6XvYD7Q9uxpqdKZqRn0Gg3RLjl0MTdK_h-hzl7gT14UkvADwZi6ao0p2JXa35czuv1ax2Iuh_KMXPzhbMvZ5ZJANhv1HN72S6RVqINNRkPBv3QPD5sao2X1oYM7XzeH_B7NV6GPQ-Bl4qBkVKh_VGEoffx7fwo-xw1kzemOftKxTmuc0MPuqkKHT752xvOpM7N_rswtJ4DP-81ezVZGG5tIi1ZPQzLEc8rGDhiO5MtZ34vvifRqJBInhUKjL-eF1Gzp6WXHGoQlHy8SfdU3ucJa3dL4C2mfuDe4QKJpxWYjzyXXDNW0ZWhfkUFnQ8aacTJHiTl0yMojaDs76xqr5WIY1hbUOMf8pnGWBqUxUo7ts636nli2mDa1qBmQSHxMciWNAP-lXK3SLwH60PxOPsJVFy9mfBXQ5J3VKsBxSJfTvLNWMwhRCKBWcrOWFs8LmcVp8cbeC4Yd8cKJdssL8NL7VUJYYzfMnX_6jCZrf4Ja3kt9SiQm5nWnXDWeuVdLL0AUZlq12Rm5IGahbn0Glab63ot9CeDSLzYLoGQ-J03i0kLCORLcRgqIwSBS3uOJ7tFKDwsTcsgTs4bx96akCm_icuAZ3dbwoA13cpgp3bM-3ENnvW1cy_LU4_FGmamd0Qf4_2BtWyN5LynAAGt8PD0QGDZpH5yePTcgk4YNQp0NsttrC6moDaASV7SsZtUp5MP7lHxg7H3HqJRkfOBa7hUAMyDDWImmCYkqaoIsL13oLEATz8AhaJkUguDDaZfMPFvzoqjvjV_S-34LSdf2-YGd8nH4D1xEl7zT8bCkNNi24R4E6ZU19YmUqyl8tWssqhFKen_8UcoXBloKPO6rtZQmYWmEOHZpAokIPb0eL8O8_H5SQ2ZzsSB_D6gsx02VDy5p3TcLn_qM-uW2QInz6LcyxbDIENrXjEuyca81rV-wcXksnCihK-yyZebVXhY7_OGjXOByL6PTw7FH0a9W3P3xsFZM_kXdyfUi9V8LY2mfCW5uOz44pHNUxoQztuoujIvyQ16ja6Aq_StvSvDljO28fuLbhbhrRu&state=eyJpZCI6IjcyN2NiMmVkLWRiNGMtNDJkOC1hNTI4LTlmOTc3OWNkMTkxMyIsIm1ldGEiOnsiaW50ZXJhY3Rpb25UeXBlIjoicmVkaXJlY3QifX0%3D&session_state=1ff49b56-9442-4e10-9b68-d114eb7e69f3&client_info=eyJ1aWQiOiIwMDYzYjFiZi0wZmM5LTRlZWMtYTdhYy1lYjAxNzg1NmNlMGUiLCJ1dGlkIjoiYTM5MjdmOTEtY2RhMS00Njk2LWFmODktOGM5ZjFjZWZmYTkxIn0
https://myaccount.microsoft.com/#code=0.AQsAkX-So6HNlkaviYyfHO_6kdfqWYwD1ydKnlXJagBUyNKEAOA.AgABBAIAAADnfolhJpSnRYB1SVj-Hgd8AgDs_wUA9P-utsmXJgUd3Go-Z_qwfUt4sKjGkBuu4bE8HHfYgQVBGP7MuVWbrWtCEdp6XvYD7Q9uxpqdKZqRn0Gg3RLjl0MTdK_h-hzl7gT14UkvADwZi6ao0p2JXa35czuv1ax2Iuh_KMXPzhbMvZ5ZJANhv1HN72S6RVqINNRkPBv3QPD5sao2X1oYM7XzeH_B7NV6GPQ-Bl4qBkVKh_VGEoffx7fwo-xw1kzemOftKxTmuc0MPuqkKHT752xvOpM7N_rswtJ4DP-81ezVZGG5tIi1ZPQzLEc8rGDhiO5MtZ34vvifRqJBInhUKjL-eF1Gzp6WXHGoQlHy8SfdU3ucJa3dL4C2mfuDe4QKJpxWYjzyXXDNW0ZWhfkUFnQ8aacTJHiTl0yMojaDs76xqr5WIY1hbUOMf8pnGWBqUxUo7ts636nli2mDa1qBmQSHxMciWNAP-lXK3SLwH60PxOPsJVFy9mfBXQ5J3VKsBxSJfTvLNWMwhRCKBWcrOWFs8LmcVp8cbeC4Yd8cKJdssL8NL7VUJYYzfMnX_6jCZrf4Ja3kt9SiQm5nWnXDWeuVdLL0AUZlq12Rm5IGahbn0Glab63ot9CeDSLzYLoGQ-J03i0kLCORLcRgqIwSBS3uOJ7tFKDwsTcsgTs4bx96akCm_icuAZ3dbwoA13cpgp3bM-3ENnvW1cy_LU4_FGmamd0Qf4_2BtWyN5LynAAGt8PD0QGDZpH5yePTcgk4YNQp0NsttrC6moDaASV7SsZtUp5MP7lHxg7H3HqJRkfOBa7hUAMyDDWImmCYkqaoIsL13oLEATz8AhaJkUguDDaZfMPFvzoqjvjV_S-34LSdf2-YGd8nH4D1xEl7zT8bCkNNi24R4E6ZU19YmUqyl8tWssqhFKen_8UcoXBloKPO6rtZQmYWmEOHZpAokIPb0eL8O8_H5SQ2ZzsSB_D6gsx02VDy5p3TcLn_qM-uW2QInz6LcyxbDIENrXjEuyca81rV-wcXksnCihK-yyZebVXhY7_OGjXOByL6PTw7FH0a9W3P3xsFZM_kXdyfUi9V8LY2mfCW5uOz44pHNUxoQztuoujIvyQ16ja6Aq_StvSvDljO28fuLbhbhrRu&state=eyJpZCI6IjcyN2NiMmVkLWRiNGMtNDJkOC1hNTI4LTlmOTc3OWNkMTkxMyIsIm1ldGEiOnsiaW50ZXJhY3Rpb25UeXBlIjoicmVkaXJlY3QifX0%3D&session_state=1ff49b56-9442-4e10-9b68-d114eb7e69f3&client_info=eyJ1aWQiOiIwMDYzYjFiZi0wZmM5LTRlZWMtYTdhYy1lYjAxNzg1NmNlMGUiLCJ1dGlkIjoiYTM5MjdmOTEtY2RhMS00Njk2LWFmODktOGM5ZjFjZWZmYTkxIn0
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Select the Add sign-
in-method. « o oysiguins micesat com o e m A e .

L4 £ | My sign-ins a
Followguidancein Security info
the section ‘Enroll B secy o -

Microsoft —
Authenticator’. -

% If youneed help with the Microsoft Authenticator app, you can call KU-IT Support at:
35 32 32 32. See the support's opening hours: overview of IT support centres at UCPH.



https://kunet.ku.dk/others/help/IT-supportcenters-at-ucph
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