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Use SMS as multi-factor authentication

In this guide you can read about:

1. How to use SMS as multi-factorauthentication when youlogin tothe University of Copenhagen’s IT-
systems (Step 1)

2. What to do if you do not receive an SMS (step 2 and 3)

3. What to do if you have a mobile subscription from China, Canada, or USA (step 4)

What you need to use SMS as multi-factor authentication

e UCPHusername

e Your phone number mustbe correctly registeredin UCPH’s IT systems

o  MitID or pseudo-cpr-number +pin code (if you are an exchange studentthe pin code is sentto your
private email)

e You mustbe astudentat the university orapplying foradmission as astudent

Step by step guide

1) Log in with SMS as multi-
factor authentication

e OpentheIT-systemyouwantto access
e.g., KUnet.ku.dk

UNIVERSITY OF
COPENHAGEN
e Enteryour UCPH username and

password and select LOG IN

A If youdo not have a password, you
needtocreate one. Go to step "Are
younot receiving SMS” below [ e ]

Help with login, password and UCPH username



https://kunet.ku.dk/
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e SelectSMSin the dropdown menu
e Select Next KU MFA

Select Authentication Chain

Please select from the list below

| ~)

Next Cancel

e You receive an SMS containingaOne

Time Authentication Code (OTP)

e You have 20 secondsto enterthe OTP One-Time Authentication Code (OTP)

and select Next. .
You can select Resend if you passthe
20 second time limit.

Next Resend Cancel

Do you not receive an SMS?

If you do notreceive aSMS, when finishing step 1, you must follow step 2and perhaps step 3 below.
-> Tip: You can use MitID or NetlQapp as multi-factor authentication as alternatives to SMS.

2) Check your phone

number and prlvate email Create/change password for your UCPH user profile

Login to create or change your password. You can also update your private e-mail or mobile number.

e Gototheloginpage

LOGIN WITH
e /\Select‘login with pin code’ if “
you are an exchange student.
Then enterthe pseudo-cpr- oR
numberand pin code you have
received onyour private email.
e SelectSigninwith MitIDif you LOGIN WITH PIN CODE

have a Danish cpr-number. And
log on with MitID.



https://www2.adm.ku.dk/ticketsso/!cas_ticket.frontpage?p_serviceid=45&p_logintype=db&language=da
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e Checkifyour phone numberind. | o <
Country code and email address |
are correct. @

. KOBENHAVNS UNIVERSITET
L 2

e Iftheyare incorrectplease enter

the correct mobile numberand I“"‘"""'"“ User profile for

email address and select Save. Enter or edit your contact information
- If your phone numberand

email are correct and you DO

NOT receive an SMS, please call Ml - 2 eosney cnde
UCPH IT: +45 3532 32 32 Private e-mall save

It takes approx. 30 minutes before your contact information is updated in UCPH's systems.

Save

Waitapprox. 30 minutes. Try to " ; .
reate or change passwor
|ogon’ usi ng SMS as multi-factor Please wait until your. contact information is updated before you creats or change your password
authentication. Tp—
What does UCPH use your contact information for?
A\ Ifyou donot havea UCPH T s
password, follow step 3.

your UCPH user profile and
your password

X #

C & www2adm.ku.dk/sel/pls/ID

is_KU_Profil? G o~ @ 2 ¢

3) Create Password
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e Ifyoudo notalreadyhavea UCPH
Selvbetiening User profile for
password, you need to create one. I—

Enter or edit your contact information

B Log out
Name

e Select:’Setnew Password’

UCPH username

Save
Mobile no. and country code

Private e-mail Save

It takes approx. 30 minutes before your contact information is updated in UCPH's systems.

Create or change password

Please wait until your contact information is updated before you create or change your password.

Set new password

What does UCPH use your contact information for?

Your contact information is only used to communication regarding your UCPH user profile and
password, e.g., to send a one-time password to you, if you forget your password.
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e EnteryourUCPH username, sentto
your private email.

e SelectSEARCH

User administration

Enter your KU-username bellow, and you will receive a one-time-password, which you will need to
set a permanent password.

KU-Username*-

Type your KU-Username

SEARCH CANCEL

e Select E-mail from drop down menu
and select NEXT

. It can take up to 45 minutes
before the contactinformation you
have providedisupdatedinall IT
systems. Checkif the e-mail is going
to your private e-mail address. Ifitis
not —waita bitlongerand try again.

KU MFA

Select Authentication Chain

Please select from the list below

E-mail

Next Cancel

e A one-time password (OTP) will be
sentto your private email.

Login OneTimePassword
OTP: 471135

e Enterthe one-time password and
select Next

One-Time Authentication Code (OTP)

OTP #3 sent to x****rch@hotmail.com

Next Resend Cancel
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e Whenyouhave enteredyour

Password, select CHANGE
Please change your password. After you type your new password, click the Change Password
PASSWORD

button Your new password must meet the following requirements

« Minimum Length: 12

« Maximum Length: 64

= Must not contain: username, email, firstname, lasiname
« Must not contain characters: &, =, 2, 8,4, &, @, A

Please type your new password

New Password =

[

Confirm Password

CHANGE PASSWORD CANCEL

e Whenyouselect Continue, you will
be taken to KUnet tologon with your

UCPH username, password, and User administration
multi-factor authentication

The password has been changed succassfully.

CONTINUE

4) Do you have a mobile subscription from Canada, China, or USA?

If your mobile subscriptionisfrom Canada, China, or USA, it is not always possible to use SMS as multi-
factor authentication. In stead you can use NetlQapp. Contact UCPH IT support (0045) 35 32 32 32.

e You needtohave created your password as described above

e Whenyoucall youneedto know your UCPH username (sentto your private email)
o Thesupportneedstoverifyyouridentity
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